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t
s

3.11.3. S
L

IP

If
pppd

is ru
n

n
in

g
 in

 its d
efau

lt P
P

P
 m

o
d

e, it w
ill u

se IP
C

P
 to

 tell th
e in

co
m

-
in

g
 p

eer w
h

at w
e th

in
k

 its ad
d

ress sh
o

u
ld

 b
e.

B
u

t S
L

IP
 lack

s an
y

 su
ch

facility.
T

h
e

L
o

g
in

scrip
t can

 tell th
e p

eer its ad
d

ress textu
ally,

ju
st b

efo
re

in
v

o
k

in
g

pppd,so
m

eth
in

g
 lik

e th
is:

#
!
/
b
i
n
/
s
h

l
o
c
a
l
a
d
d
r
=
‘
c
a
l
c
u
l
a
t
e
‘

p
e
e
r
a
d
d
r
=
‘
c
a
l
c
u
l
a
t
e
‘

e
c
h
o
 
m
y
 
a
d
d
r
e
s
s
 
i
s
 
$
l
o
c
a
l
a
d
d
r
 
a
n
d
 
y
o
u
r
 
a
d
d
r
e
s
s
 
i
s
 
$
p
e
e
r
a
d
d
r

e
x
e
c
 
p
p
p
d
 
$
l
o
c
a
l
a
d
d
r
:
$
p
e
e
r
a
d
d
r
 
s
l
i
p
 
i
d
l
e
 
1
2
0
 
r
t
s
c
t
s
 
.
.
.

T
h

e in
co

m
in

g
 p

eer is resp
o

n
sib

le fo
r p

arsin
g

 th
e "m

y
 ad

d
ress is" lin

e, an
d

d
o

in
g

 so
m

eth
in

g
 sen

sib
le w

ith
 th

e ad
d

resses it fi
n

d
s th

ere.

4. S
ecu

rity
T

ech
n

iq
u

es

In
 th

is sectio
n

, w
e w

ill d
iscu

ss facilities an
d

 tech
n

iq
u

es th
at can

 lead
 to

g
reater secu

rity
 w

ith
in

 n
etw

o
rk

s th
at are

co
n

n
ected

 v
ia M

o
rn

in
g

 S
tar P

P
P.

W
h

en
 

extern
al 

n
etw

o
rk

 
co

n
n

ectiv
ity

 
is 

d
esired

, 
b

u
t 

it’s 
im

p
ractical 

to
im

p
o

se th
o

ro
u

g
h

 secu
rity

 p
ractices o

n
 each

 in
tern

al h
o

st, th
ese tech

n
iq

u
es

can
 o

ffer so
m

e p
eace o

f m
in

d
.

In
 m

o
st cases, m

u
ltip

le secu
rity

 tech
n

iq
u

es can
 b

e u
sed

 to
 m

an
ag

e a sin
g

le
co

n
n

ectio
n

. 
F

o
r

exam
p

le, a h
o

st m
ig

h
t d

ial its p
eer o

n
ly

 d
u

rin
g

 certain
h

o
u

rs, th
e p

eer’s m
o

d
em

 m
ig

h
t d

ial b
ack

 to
 th

e o
rig

in
ato

r,
th

e p
eer m

ig
h

t
also

 em
p

lo
y

 S
ecu

reID
 to

 restrict lo
g

in
s, th

e P
P

P
s m

ig
h

t au
th

en
ticate each

o
th

er u
sin

g
 C

H
A

P,
an

d
 th

eir p
ack

et fi
lters m

ig
h

t still o
n

ly
 allo

w
 certain

ty
p

es o
f traffi

c to
 cro

ss th
e lin

k
.

4.1. T
im

e-T
o

-C
all R

estrictio
n

s

T
h

e seco
n

d
 fi

eld
 o

n
 each

 lin
e in

 th
e

S
y

stem
s

fi
le sp

ecifi
es w

h
at tim

es o
f d

ay
pppd

is allo
w

ed
 to

 attem
p

t to
 estab

lish
 a co

n
n

ectio
n

.
T

h
is can

 b
e u

sed
 to
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p
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b
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c
k
 
m
o
d
e
m
 
(
i
n

#
t
h
i
s
 
c
a
s
e
,
 
a
 
T
e
l
e
b
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4
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v
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R
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r
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R
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r
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r
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 c
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h
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g
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ri

n
g
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d
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 c
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 d
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o
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 l
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 p
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to
 t

h
e 

p
ee

r 
n

am
ed

 b
y

 t
h

at
 i

n
it

ia
l 

h
o

st
n

am
e 

o
r 

IP
 a

d
d

re
ss

. 
T

h
e

h
o

st
-

n
am

e 
o

r 
IP

 a
d

d
re

ss
 i

n
 t

h
e 

fi
rs

t 
co

lu
m

n
 o

f 
th

e 
fi

lt
er

 fi
le

 r
ef

er
s 

to
 t

h
e

p
ee

r 
(s

y
st

em
 o

r 
ro

u
te

r 
o

r 
te

rm
in

al
 s

er
v

er
) 

at
 t

h
e 

re
m

o
te

 e
n

d
 o

f 
th

e
p

o
in

t-
to

-p
o

in
t 

(P
P

P
 o

r 
S

L
IP

) 
li

n
k

.
T

h
e 

h
o

st
n

am
e 

o
r 

IP
 a

d
d

re
ss

 i
n

th
e 

fi
rs

t 
co

lu
m

n
 o

f 
th

e 
fi

lt
er

 fi
le

, 
an

d
 a

ss
o

ci
at

ed
 w

it
h

 t
h

e 
li

n
k

 p
ee

r,
is

 u
n

re
la

te
d

 t
o

 t
h

e 
so

u
rc

e 
o

r 
d

es
ti

n
at

io
n

 I
P

 a
d

d
re

ss
 o

f 
an

y
 p

ac
k

et
cr

o
ss

in
g

 t
h

e 
li

n
k

.
If

 t
h

e 
li

n
k

 p
ee

r’
s 

ad
d

re
ss

 d
o

es
n

’t
 m

at
ch

 a
n

y
n

am
e 

o
r 

ad
d

re
ss

 s
p

ec
ifi

ed
 i

n
 t

h
e 

fi
rs

t 
co

lu
m

n
 o

f 
fi

lt
er

 fi
le

, 
th

e 
fi

lt
er

sp
ec

ifi
ca

ti
o

n
 f

o
ll

o
w

in
g

 t
h

e 
sp

ec
ia

l 
w

o
rd

‘d
ef

au
lt

’ 
w

il
l 

b
e 

u
se

d
.

If
 a

 n
ew

li
n

e 
is

 f
o

ll
o

w
ed

 b
y

 w
h

it
e 

sp
ac

e,
 t

h
at

 l
in

e 
is

 a
 c

o
n

ti
n

u
at

io
n

o
f 

th
e 

fi
lt

er
in

g
 s

p
ec

ifi
ca

ti
o

n
 a

lr
ea

d
y

 i
n

 p
ro

g
re

ss
.

T
h

er
e

ar
e 

fo
u

r 
k

ey
w

o
rd

s 
to

 d
es

cr
ib

e 
th

e 
ac

ti
o

n
s 

ta
k

en
 b

y
pp

pd
in

re
sp

o
n

se
 t

o
 a

 p
ar

ti
cu

la
r 

p
ac

k
et

:
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k
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lt
er

 s
p

ec
ifi
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ti

o
n

 fi
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 f
o
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at

D
E

S
C

R
IP

T
IO

N
T

h
e 

fi
le

/e
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/p
p

p
/F

il
te

r
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r
/u

sr
/l

ib
/p

p
p

/F
il

te
r

o
n

 
S

C
O

 
sy

st
em

s)
d

es
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es

 
h

o
w

 
o

n
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em
an

d
 

P
P

P
 

li
n

k
s 

ar
e
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b

e
m

an
ag

ed
. 

B
y

d
ef

au
lt

, 
an

y
 t

y
p

e 
o

f 
p

ac
k

et
 c

au
se

s 
th

e 
li

n
k

 (
if

 d
o

w
n

) 
to

 b
e 

b
ro

u
g

h
t

u
p

 (
co

n
n

ec
te

d
 t

o
 i

ts
 r

em
o

te
 e

n
d

);
 a

n
y

 p
ac

k
et

 i
s 

al
lo

w
ed

 t
o

 t
ra

v
er

se
th

e 
li

n
k

; 
an

d
 a

n
y

 p
ac

k
et

 i
s 

su
ffi

ci
en

t 
to

 r
es

et
 t

h
e 

id
le

 t
im

er
,

ex
p

ir
a-

ti
o

n
 o

f 
w

h
ic

h
 w

o
u

ld
 c

au
se

 t
h

e 
li

n
k

 t
o

 b
e 

sh
u

t 
d

o
w

n
.

T
h

is
 c

o
m

b
in

a-
ti

o
n

 i
s 

n
o

t 
al

w
ay

s 
ap

p
ro

p
ri

at
e 

b
eh

av
io

r,
so

th
e 

fi
lt

er
 fi

le
 a

ll
o

w
s

in
d

iv
id

u
al

 c
o

n
tr

o
l 

b
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ed
 o

n
 t

h
e 

p
ac

k
et

 t
y

p
e 

an
d

 i
ts

 s
o

u
rc

e 
o

r 
d

es
ti

-
n

at
io

n
. 

T
h

es
e

se
le

ct
io

n
 c

ri
te

ri
a 

m
ay

 b
e 

sp
ec

ifi
ed

 f
o

r 
an

y
 o

f 
th

e
th

re
e 

p
h

as
es

 o
f 

o
p

er
at

io
n

:
b

ri
n

g
in

g
 u

p
 t

h
e 

li
n

k
, 

p
as

si
n

g
 p

ac
k

et
s 

o
n

th
e 

li
n

k
, 

an
d

 s
h

u
tt

in
g

 d
o

w
n

 t
h

e 
li

n
k

 d
u

e 
to

 i
n

ac
ti

v
it

y.
P

ac
k

et
 l

o
g

-
g

in
g

 d
et

ai
l 

m
ay
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o
 b

e 
se

le
ct

ed
 u

si
n

g
 t

h
e 

sa
m

e 
cr

it
er

ia
.
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it

h
 a

 ‘
#’

 a
n

d
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xt
en

d
 t

o
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h
e 
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d
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f 
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e 

li
n
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 b
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n

k
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o

r 
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n
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 b
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in
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g
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h
 a
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e
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n
o
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d
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p
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/
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w
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d
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n
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ar

e
ig

n
o
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n
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 b
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g
n

ifi
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n
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se
w

h
er
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ar
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ar
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ed

 b
y
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o
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n
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o
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v
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l 

w
h
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sp
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n

k
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o
r 

ta
b
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o
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n

ew
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n
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 l
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o

r 
IP
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d
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ss
 o

r 
th

e 
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w

o
rd
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h
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in
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 c
o

n
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d
er

ed
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o
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e 
th

e 
b
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n
in
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ew
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f
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in
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o

n
s.
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g
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n
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w
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l 
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e 
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p
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n
y
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 c
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in

g
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h
e 
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o

in
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li

n
k

 c
o

n
n
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ti

n
g

 t
h

is
 h

o
st
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h
e 

p
ee
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n
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ed

 b
y

 t
h

at
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n
it

ia
l 

h
o
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n
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e 

o
r 

IP
 a

d
d

re
ss

. 
T

h
e

h
o

st
-

n
am
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o
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IP

 a
d

d
re

ss
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n
 t

h
e 

fi
rs

t 
co

lu
m

n
 o

f 
th

e 
fi

lt
er
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le

 r
ef

er
s 

to
 t

h
e

p
ee

r 
(s

y
st

em
 o

r 
ro

u
te

r 
o

r 
te

rm
in

al
 s

er
v

er
) 

at
 t

h
e 

re
m

o
te

 e
n

d
 o

f 
th

e
p

o
in

t-
to

-p
o

in
t 

(P
P

P
 o

r 
S

L
IP

) 
li

n
k

.
T

h
e 

h
o

st
n
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e 

o
r 

IP
 a

d
d

re
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n

th
e 

fi
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t 
co

lu
m

n
 o

f 
th

e 
fi

lt
er

 fi
le

, 
an

d
 a

ss
o

ci
at

ed
 w

it
h

 t
h

e 
li

n
k

 p
ee

r,
is

 u
n

re
la

te
d

 t
o

 t
h

e 
so

u
rc

e 
o

r 
d

es
ti

n
at

io
n

 I
P

 a
d

d
re

ss
 o

f 
an

y
 p

ac
k

et
cr

o
ss

in
g

 t
h

e 
li

n
k

.
If

 t
h

e 
li

n
k

 p
ee

r’
s 

ad
d

re
ss

 d
o

es
n

’t
 m

at
ch

 a
n

y
n

am
e 

o
r 

ad
d

re
ss

 s
p

ec
ifi

ed
 i

n
 t

h
e 

fi
rs

t 
co

lu
m

n
 o

f 
fi

lt
er

 fi
le

, 
th

e 
fi

lt
er

sp
ec

ifi
ca

ti
o

n
 f

o
ll

o
w

in
g

 t
h

e 
sp

ec
ia

l 
w

o
rd

‘d
ef

au
lt

’ 
w

il
l 

b
e 

u
se

d
.

If
 a

 n
ew

li
n

e 
is

 f
o

ll
o

w
ed

 b
y

 w
h

it
e 

sp
ac

e,
 t

h
at

 l
in

e 
is

 a
 c

o
n

ti
n

u
at

io
n

o
f 

th
e 

fi
lt

er
in

g
 s

p
ec

ifi
ca

ti
o

n
 a

lr
ea

d
y

 i
n

 p
ro

g
re

ss
.

T
h

er
e
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e 
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u

r 
k
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w

o
rd

s 
to

 d
es

cr
ib

e 
th

e 
ac

ti
o

n
s 

ta
k

en
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y
pp
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in

re
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o
n
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o
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 p
ar

ti
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r 

p
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b
rin

g
u

p
 

D
escrib

es
th

o
se p

ack
ets th

at w
ill cau

se a call to
b

e p
laced

 an
d

 a co
n

n
ectio

n
 in

itiated
.

P
ack

ets o
f

th
is so

rt also
 m

u
st q

u
alify

 to
 ‘p

ass’ acro
ss th

e
lin

k
, eith

er b
y

 b
ein

g
 exp

licitly
 m

en
tio

n
ed

 o
r b

y
in

clu
sio

n
 in

 a larg
er class in

 th
e ‘p

ass’ sectio
n

.

p
ass 

D
escrib

es
th

o
se p

ack
ets th

at w
ill b

e allo
w

ed
 to

trav
erse th

e lin
k

 o
n

 an
 alread

y
-estab

lish
ed

 co
n

-
n

ectio
n

. 
O

n
ly

p
ack

ets w
h

ich
 w

o
u

ld
 b

e p
assed

can
 cau

se th
e lin

k
 to

 b
e b

ro
u

g
h

t u
p

.
A

n
y

 p
ack

et
th

at is n
o

t p
assed

 is o
p

tio
n

ally
 lo

g
g

ed
, th

en
 d

is-
card

ed
.

k
eep

u
p

 
D

escrib
es

p
ack

ets th
at w

ill reset th
e id

le tim
er,

th
ereb

y
 k

eep
in

g
 th

e lin
e co

n
n

ected
.

lo
g

 
D

escrib
es

p
ack

ets w
h

o
se h

ead
ers o

r co
n

ten
ts are

to
 b

e n
o

ted
 in

 th
e lo

g
 fi

le.

A
fter 

each
 

actio
n

 
k

ey
w

o
rd

co
m

es 
stan

zas, 
sep

arated
 

b
y

 
w

h
ite

sp
ace, d

escrib
in

g
 p

ack
ets th

at fi
t th

e criteria fo
r th

at actio
n

.
E

ach
stan

za is p
ro

cessed
 in

 th
e o

rd
er sh

o
w

n
 in

 th
e fi

le, an
d

 co
n

tain
restrictio

n
s o

r p
erm

issio
n

s o
n

 th
e p

ack
ets en

co
u

n
tered

. 
A

s
so

o
n

 as
a

p
attern

 o
r a co

n
d

itio
n

 is fo
u

n
d

 th
at m

atch
es th

e p
ack

et in
 q

u
es-

tio
n

,
pppd

tak
es th

e in
d

icated
 actio

n
 an

d
 ig

n
o

res th
e rest o

f th
e

listed
 stan

zas (i.e. in
clu

siv
e

or
w

ith
 sh

o
rtcu

t ev
alu

atio
n

).

S
tan

zas 
m

ay
 

co
n

tain
 

IP
 

p
ro

to
co

l 
n

u
m

b
ers, 

o
p

tio
n

ally
 

h
y

p
h

en
-

sep
arated

 ran
g

es o
f T

C
P

 o
r U

D
P

 p
o

rt n
u

m
b

ers alo
n

g
 w

ith
 th

e
‘/

tcp
’ 

o
r 

‘/
u

d
p

’ 
q

u
alifi

er,
n

u
m

b
ers 

rep
resen

tin
g

 
IC

M
P

 
m

essag
e

ty
p

es o
r co

d
es (w

h
ich

 can
 b

e fo
u

n
d

 in
<

n
etin

et/ip
_icm

p
.h

>
)

alo
n

g
w

ith
 th

e ‘/
icm

p
’ q

u
alifi

er,
serv

ice n
am

es co
rresp

o
n

d
in

g
 to

 en
tries

in
/etc/serv

ices,
o

r
n

am
es o

r IP
 ad

d
resses o

f h
o

sts o
r n

etw
o

rk
s, o

r
th

e sp
ecial k

ey
w

o
rd

‘all’, w
h

ich
 is th

e d
efau

lt fo
r all actio

n
s excep

t
‘lo

g
’, w

h
ere

th
e d

efau
lt is ‘!all’.

(U
su

ally,
it

is
u

n
n

ecessary
 to

 u
se

‘all’; as a co
n

v
en

ien
ce,

pppd
au

to
m

atically
 ad

d
s a ‘!all’ at th

e en
d

 o
f

a
stan

za list if th
e last stan

za
is n

ot
n

eg
ated

, an
d

 ad
d

 an
 ‘all’ at th

e
en

d
 o

f a stan
za list if th

e last stan
za

is
n

eg
ated

. F
o

r exam
p

le, in
 th

e
ty

p
ical 

case 
o

f 
‘lo

g
’ 

th
is 

sen
sib

ly
 

resu
lts 

in
on

ly
th

o
se 

p
ack

ets
m

atch
in

g
 th

e stan
zas sh

o
w

n
 b

ein
g

 lo
g

g
ed

, an
d

 n
o

 o
th

ers.
In

 th
e

ty
p

ical case o
f ‘p

ass’, th
is resu

lts in
 certain

 listed
 p

ack
ets b

ein
g

restricted
, b

u
t allo

w
in

g
 th

e p
assag

e o
f all o

th
ers.)

If a n
etw

o
rk

 is
sp

ecifi
ed

, eith
er b

y
 n

am
e o

r b
y

 ad
d

ress, th
en

 th
e co

rresp
o

n
d

in
g

n
etw

o
rk

 m
ask

 m
u

st also
 b

e sp
ecifi

ed
 if it is o

f a d
ifferen

t size th
an
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 b
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t u
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A

n
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ack
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t p
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 is o
p

tio
n

ally
 lo

g
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ed
, th

en
 d
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card

ed
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le tim
er,

th
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eep
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lo
g

 
D
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es

p
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h

o
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ead
ers o

r co
n
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to
 b

e n
o

ted
 in

 th
e lo

g
 fi

le.

A
fter 

each
 

actio
n

 
k

ey
w

o
rd

co
m

es 
stan

zas, 
sep

arated
 

b
y

 
w

h
ite

sp
ace, d

escrib
in

g
 p

ack
ets th

at fi
t th

e criteria fo
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s
 
h
i
g
h
e
r
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l
e
v
e
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d
e
b
u
g
g
i
n
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i
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e
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l
o
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c
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# d
e
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n
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c
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p
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 l
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 p
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v
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 p
ro

b
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 c
o

n
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n
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M

P
m
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b
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W

e
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g
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T
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d
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u

n
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u
g
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h
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u
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 t
h
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h
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d
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 o
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h
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 l
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l
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c
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c
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c
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c
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P
P

P.F
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T
E
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(5) 

M
o

rn
in

g
S

tar T
ech

n
o

lo
g

ies 
P

P
P.F

IL
T

E
R

(5)

fo
r th

e sak
e o

f illu
stratio

n
, ev

o
lv

ed
 o

v
er a p

erio
d

 o
f sev

eral w
eek

s,
an

d
 to

o
k

 th
e au

th
o

rs sev
eral tries to

 g
et rig

h
t.

S
tart w

ith
 a sim

p
le

fi
lter 

sp
ecifi

catio
n

 
an

d
 

ad
d

 
each

 
sp

ecial 
case 

o
n

ly
 

as 
th

e 
n

eed
arises, u

su
ally

 as th
e resu

lt o
f w

atch
in

g
 p

ack
et lo

g
s.

T
h

en
 test care-

fu
lly

 to
 en

su
re

th
at y

o
u

r ch
an

g
e h

ad
 o

n
ly

 th
e d

esired
 effect.

B
e v

ery
 carefu

l w
ith

 h
ead

er lo
g

g
in

g
 an

d
 ev

en
 m

o
re

carefu
l w

ith
p

ack
et co

n
ten

t tracin
g

.
M

ak
e th

e selectio
n

 criteria v
ery

 n
arro

w
,

o
r

th
e lo

g
 fi

le w
ill g

ro
w

 extrem
ely

 larg
e in

 a sh
o

rt p
erio

d
 o

f tim
e.

A
lso

, if th
e d

aem
o

n
 is ru

n
n

in
g

 o
n

 a d
isk

less w
o

rk
statio

n
 o

r if th
e

lo
g

 fi
le is o

n
 a N

F
S

-m
o

u
n

ted
 fi

le sy
stem

, excessiv
e am

o
u

n
ts o

f lo
g

-
g

in
g

 in
fo

rm
atio

n
 w

ill d
rastically

 im
p

ed
e th

e d
aem

o
n

’s ab
ility

 to
p
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cess 

at 
h

ig
h

 
p

ack
et 

rates.
R

em
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b
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N
F

S
 

w
rites 

are
sy

n
-

ch
ro

n
o

u
s.

If y
o

u
 sp

ecify
 h

o
st n

am
es, b

e su
re

th
at th

eir ad
d

resses are
av

ailab
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lo
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ev
en
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ith

 th
e co

n
n

ectio
n

 d
o

w
n

.
If y

o
u
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n

d
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o

u
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u
st

b
rin

g
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p
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n
n

ectio
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e a d

o
m
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am
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n
sid

er u
sin

g
th

at h
o

st’s IP
 ad

d
ress (d

ecim
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u
m

b
ers sep

arated
 b

y
 p
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d

s) in
b

o
th

F
ilter

an
d

S
y

stem
s

in
stead

.

If 
y

o
u

 
w

an
t 

to
 

sp
ecify

 
all 

D
o

m
ain

 
N

am
e 

S
y

stem
 

traffi
c, 

u
se

‘d
o

m
ain

’ w
h

ich
 w

ill b
e exp

an
d

ed
 to

 en
tries fo

r b
o

th
 53/

tcp
 an

d
53/

u
d

p
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(S
o

m
e

D
N

S
 traffi

c u
ses each

 tran
sp

o
rt.)

T
o allo

w
 q

u
eries

b
u

t d
isab

le d
o

m
ain

 tran
sfers, u

se ‘!d
o

m
ain

/
tcp

’.
S

im
ilarly,

so
m

e
sy

stem
s’ o

ld
er

/etc/serv
ices

fi
les, as d

istrib
u

ted
 b

y
 th

e m
an

u
fac-

tu
rer,

list 
N

T
P

 
as 

a 
T

C
P

 
serv

ice.
W

h
en

 
th

e 
cu

rren
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U
D

P
 

N
T

P
im

p
lem

en
tatio

n
 w

as in
stalled

 o
n

 y
o

u
r sy

stem
, th

e ad
m

in
istrato

r
m

ay
 

h
av

e 
left 

th
e 

o
ld

 
123/
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en
try

 
alo

n
g

 
w

ith
 

th
e 

co
rrect

123/
u

d
p

. 
T

h
e

co
rrect so

lu
tio

n
 is to

 rem
o

v
e th

e 123/
tcp

 en
try

 fro
m

/etc/serv
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A
w

o
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u

n
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w

o
u
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b
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sp
ecify
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u
d
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D
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m
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s m
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F
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P
’s d
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 d
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.
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 o
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e 123/
tcp

 en
try

 fro
m

/etc/serv
ices.

A
w

o
rk

aro
u

n
d

 
w

o
u

ld
 

b
e 

to
 

sp
ecify

 
123/

u
d

p
 

in
F

ilter.

D
E

C
 U

L
T

R
IX

 4.2 an
d

 so
m

e o
th

er sy
stem

s m
ay

 h
av

e n
o

 en
try

 fo
r

F
T

P
’s d

ata so
ck

et in
 th

eir
/etc/serv

ices
fi

le. 
If

y
o

u
 w

an
t to

 lo
g

 th
e

b
u

lk
 d

ata co
n

n
ectio

n
s as w

ell as th
e co

n
tro

l co
n

n
ectio

n
s, y

o
u

’ll
n

eed
 to

 eith
er ad

d
 an

 en
try

 fo
r ‘ftp

-d
ata’ to

/etc/serv
ices,

o
r

u
se

‘20/
tcp

’ exp
licitly

 in
F

ilter.
T

h
e fo

rm
er is p

referab
le b

ecau
se it w

ill
cau

se th
e lo

g
 fi

le en
try

 to
 co

n
tain

 th
e sy

m
b

o
lic n

am
e (‘ftp

-d
ata’)

rath
er th

an
 th

e so
ck

et/
p

ro
to

co
l n

o
tatio

n
.

If y
o

u
r

/etc/serv
ices

fi
le is m

issin
g

 so
m

e ap
p

licatio
n

-lev
el p

ro
to

co
ls

th
at y

o
u

 co
n

sid
er u

sefu
l, y

o
u

 can
 p

o
p

u
late it w

ith
 en

tries fro
m

 th
e

A
ssig

n
ed

 N
u

m
b

ers R
F

C
, n

u
m

b
er 1340.

F
o

r exam
p

le, y
o

u
 m

ay
 fi

n
d

M
o

rn
in

g
 S

tar P
P

P
 1.4.1

A
u

g
 12 1994

23



P
P

P.
F

IL
T

E
R

(5
) 

M
o

rn
in

g
S

ta
r 

T
ec

h
n

o
lo

g
ie

s 
P

P
P.

F
IL

T
E

R
(5

)

it
 u

se
fu

l 
to

 a
d

d
 l

in
es

 l
ik

e

g
o
p
h
e
r
 

7
0
/
t
c
p

g
o
p
h
e
r
 

7
0
/
u
d
p

k
e
r
b
e
r
o
s
 

8
8
/
t
c
p

k
e
r
b
e
r
o
s
 

8
8
/
u
d
p

s
n
m
p
 

1
6
1
/
t
c
p

s
n
m
p
 

1
6
1
/
u
d
p

n
e
x
t
s
t
e
p
 

1
7
8
/
t
c
p

n
e
x
t
s
t
e
p
 

1
7
8
/
u
d
p

p
r
o
s
p
e
r
o
 

1
9
1
/
t
c
p

p
r
o
s
p
e
r
o
 

1
9
1
/
u
d
p

x
1
1
 

6
0
0
0
/
t
c
p

if
 y

o
u

’r
e

u
si

n
g

 t
h

o
se

 a
p

p
li

ca
ti

o
n

s,
 a

n
d

 i
f 

th
ey

’r
e

n
o

t 
al

re
ad

y
 i

n
 y

o
u

r
/e

tc
/s

er
v

ic
es

fi
le

 a
s 

re
ce

iv
ed

 f
ro

m
 y

o
u

r 
sy

st
em

’s
 m

an
u

fa
ct

u
re

r.
If

y
o

u
 a

u
g

m
en

t 
y

o
u

r
/e

tc
/s

er
v

ic
es

th
is

 w
ay

,
th

en
 i

n
st

ea
d

 o
f 

u
si

n
g

en
tr

ie
s 

li
k

e

p
a
s
s
 

!
6
0
0
0
/
t
c
p
/
s
y
n
/
s
e
n
d

y
o

u
r

F
il

te
r

co
u

ld
 u

se
 e

n
tr

ie
s 

li
k

e

p
a
s
s
 

!
x
1
1
/
s
y
n
/
s
e
n
d

w
h

ic
h

 i
s 

m
u

ch
 m

o
re

re
ad

ab
le

. 
A

li
st

 o
f 

T
C

P
 a

n
d

 U
D

P
 s

er
v

ic
e 

n
u

m
-

b
er

s 
an

d
 n

am
es

, 
cu

ll
ed

 f
ro

m
 t

h
e 

A
ss

ig
n

ed
 N

u
m

b
er

s 
R

F
C

, 
is

 a
v

ai
l-

ab
le

 i
n

E
xa

m
p

le
s/

se
rv

ic
es

.e
x.

S
E

E
 A

L
S

O tu
n

(4
),

 p
p

p
.A

u
th

(5
),

 p
p

p
.D

ev
ic

es
(5

),
 p

p
p

.D
ia

le
rs

(5
),

 p
p

p
.K

ey
s(

5)
,

p
p

p
.S

y
st

em
s(

5)
, 

se
rv

ic
es

(5
),

 p
p

p
d

(8
),

 R
F

C
 7

91
, 

R
F

C
 7

92
, 

R
F

C
 1

05
5,

R
F

C
 1

54
8,

 R
F

C
 1

33
2,

 R
F

C
 1

12
2,

 R
F

C
 1

14
4,

 R
F

C
 1

34
0.

C
O

P
Y

R
IG

H
T

 I
N

F
O

R
M

A
T

IO
N

C
o

p
y

ri
g

h
t 

©
 1

99
1,

 1
99

2,
 1

99
3,

 1
99

4 
M

o
rn

in
g

 S
ta

r 
T

ec
h

n
o

lo
g

ie
s 

In
c.

;
al

l 
ri

g
h

ts
 r

es
er

v
ed

.

24
 

A
u

g
12

 1
99

4
M

o
rn

in
g

 S
ta

r 
P

P
P

 1
.4

.1

P
P

P.
F

IL
T

E
R

(5
) 

M
o

rn
in

g
S

ta
r 

T
ec

h
n

o
lo

g
ie

s 
P

P
P.

F
IL

T
E

R
(5

)

it
 u

se
fu

l 
to

 a
d

d
 l

in
es

 l
ik

e

g
o
p
h
e
r
 

7
0
/
t
c
p

g
o
p
h
e
r
 

7
0
/
u
d
p

k
e
r
b
e
r
o
s
 

8
8
/
t
c
p

k
e
r
b
e
r
o
s
 

8
8
/
u
d
p

s
n
m
p
 

1
6
1
/
t
c
p

s
n
m
p
 

1
6
1
/
u
d
p

n
e
x
t
s
t
e
p
 

1
7
8
/
t
c
p

n
e
x
t
s
t
e
p
 

1
7
8
/
u
d
p

p
r
o
s
p
e
r
o
 

1
9
1
/
t
c
p

p
r
o
s
p
e
r
o
 

1
9
1
/
u
d
p

x
1
1
 

6
0
0
0
/
t
c
p

if
 y

o
u

’r
e

u
si

n
g

 t
h

o
se

 a
p

p
li

ca
ti

o
n

s,
 a

n
d

 i
f 

th
ey

’r
e

n
o

t 
al

re
ad

y
 i

n
 y

o
u

r
/e

tc
/s

er
v

ic
es

fi
le

 a
s 

re
ce

iv
ed

 f
ro

m
 y

o
u

r 
sy

st
em

’s
 m

an
u

fa
ct

u
re

r.
If

y
o

u
 a

u
g

m
en

t 
y

o
u

r
/e

tc
/s

er
v

ic
es

th
is

 w
ay

,
th

en
 i

n
st

ea
d

 o
f 

u
si

n
g

en
tr

ie
s 

li
k

e

p
a
s
s
 

!
6
0
0
0
/
t
c
p
/
s
y
n
/
s
e
n
d

y
o

u
r

F
il

te
r

co
u

ld
 u

se
 e

n
tr

ie
s 

li
k

e

p
a
s
s
 

!
x
1
1
/
s
y
n
/
s
e
n
d

w
h

ic
h

 i
s 

m
u

ch
 m

o
re

re
ad

ab
le

. 
A

li
st

 o
f 

T
C

P
 a

n
d

 U
D

P
 s

er
v

ic
e 

n
u

m
-

b
er

s 
an

d
 n

am
es

, 
cu

ll
ed

 f
ro

m
 t

h
e 

A
ss

ig
n

ed
 N

u
m

b
er

s 
R

F
C

, 
is

 a
v

ai
l-

ab
le

 i
n

E
xa

m
p

le
s/

se
rv

ic
es

.e
x.

S
E

E
 A

L
S

O tu
n

(4
),

 p
p

p
.A

u
th

(5
),

 p
p

p
.D

ev
ic

es
(5

),
 p

p
p

.D
ia

le
rs

(5
),

 p
p

p
.K

ey
s(

5)
,

p
p

p
.S

y
st

em
s(

5)
, 

se
rv

ic
es

(5
),

 p
p

p
d

(8
),

 R
F

C
 7

91
, 

R
F

C
 7

92
, 

R
F

C
 1

05
5,

R
F

C
 1

54
8,

 R
F

C
 1

33
2,

 R
F

C
 1

12
2,

 R
F

C
 1

14
4,

 R
F

C
 1

34
0.

C
O

P
Y

R
IG

H
T

 I
N

F
O

R
M

A
T

IO
N

C
o

p
y

ri
g

h
t 

©
 1

99
1,

 1
99

2,
 1

99
3,

 1
99

4 
M

o
rn

in
g

 S
ta

r 
T

ec
h

n
o

lo
g

ie
s 

In
c.

;
al

l 
ri

g
h

ts
 r

es
er

v
ed

.

24
 

A
u

g
12

 1
99

4
M

o
rn

in
g

 S
ta

r 
P

P
P

 1
.4

.1



P
P

P.K
E

Y
S

(5) 
M

o
rn

in
g

S
tar T

ech
n

o
lo

g
ies 

P
P

P.K
E

Y
S

(5)

N
A

M
E

p
p

p
.K

ey
s −

 P
P

P
 en

cry
p

tio
n

 k
ey

s fi
le fo

rm
at

R
E

S
T

R
IC

T
IO

N
S

E
n

cry
p

tio
n

 is n
o

t av
ailab

le in
 so

ftw
are

exp
o

rted
 fro

m
 th

e U
S

A
.

D
E

S
C

R
IP

T
IO

N
T

h
e k

ey
s fi

le n
am

ed
 in

 th
e

g
w

-cry
p

t
o

p
tio

n
 o

n
 th

e
pppd

co
m

m
an

d
lin

e co
n

tain
s k

ey
 v

alu
es u

sed
 b

y
 M

o
rn

in
g

 S
tar P

P
P

’s im
p

lem
en

ta-
tio

n
 

o
f 

lin
k

-lev
el 

en
cry

p
tio

n
.

B
efo

re
tran

sm
issio

n
, 

p
ack

ets 
w

ith
so

u
rce an

d
 d

estin
atio

n
 ad

d
resses m

atch
in

g
 th

e en
d

p
o

in
ts o

n
 a k

ey
s

fi
le lin

e are
en

cry
p

ted
 u

sin
g

 D
E

S
 w

ith
 th

e k
ey

 sp
ecifi

ed
 o

n
 th

at
k

ey
s fi

le lin
e.

U
p

o
n

 recep
tio

n
, p

ack
ets w

ith
 so

u
rce an

d
 d

estin
atio

n
ad

d
resses m

atch
in

g
 th

o
se o

n
 a k

ey
s fi

le lin
e are

d
ecry

p
ted

 u
sin

g
D

E
S

 w
ith

 th
e k

ey
 sp

ecifi
ed

 o
n

 th
at k

ey
s fi

le lin
e.

F
O

R
M

A
TE

ach
 k

ey
 sp

ecifi
catio

n
 is o

n
 its o

w
n

 sin
g

le lin
e o

f u
p

 to
 1023 ch

arac-
ters. 

C
o

m
m

en
ts

in
 th

e k
ey

s fi
le b

eg
in

 w
ith

 a ‘#’ an
d

 exten
d

 to
 th

e
en

d
 

o
f 

th
e 

lin
e; 

b
lan

k
 

lin
es, 

o
r 

lin
es 

b
eg

in
n

in
g

 
w

ith
 

a 
‘#’, 

are
ig

n
o

red
. 

F
ield

s
are

sep
arated

 b
y

 h
o

rizo
n

tal w
h

ite sp
ace (b

lan
k

s o
r

tab
s).

T
h

e fi
rst tw

o
 w

o
rd

s o
n

 a k
ey

 lin
e are

co
m

p
ared

 w
ith

 th
e so

u
rce an

d
d

estin
atio

n
 ad

d
resses o

f each
 p

ack
et to

 b
e tran

sm
itted

 an
d

 each
receiv

ed
 p

ack
et.

T
h

e en
d

p
o

in
t ad

d
ress sp

ecifi
catio

n
s m

ay
 co

n
tain

eith
er h

o
st o

r n
etw

o
rk

 n
am

es, o
r h

o
st o

r n
etw

o
rk

 ad
d

resses. 
If

a
n

etw
o

rk
 is sp

ecifi
ed

, eith
er b

y
 n

am
e o

r b
y

 ad
d

ress, th
en

 th
e co

rre-
sp

o
n

d
in

g
 n

etw
o

rk
 m

ask
 m

u
st also

 b
e sp

ecifi
ed

 if it is o
f a d

ifferen
t

size th
an

 th
e d

efau
lt fo

r th
at class o

f n
etw

o
rk

.
T

h
e m

ask
 is sep

a-
rated

 fro
m

 th
e n

etw
o

rk
 n

am
e o

r ad
d

ress b
y

 a slash
 (‘/

’), an
d

 m
ay

b
e sp

ecifi
ed

 eith
er as a series o

f d
ecim

al n
u

m
b

ers sep
arated

 b
y

p
erio

d
s, o

r as a sin
g

le 32-b
it h

exad
ecim

al n
u

m
b

er,
o

p
tio

n
ally

 w
ith

a
C

-sty
le ‘0x’ p

refi
x.

T
h

e rem
ain

d
er o

f th
e k

ey
 lin

e is a 56 b
it (14 d

ig
it) h

exad
ecim

al
n

u
m

b
er 

(w
ith

o
u

t 
th

e 
C

-sty
le 

‘0x’ 
p

refi
x), 

u
sed

 
as 

th
e 

D
E

S
 

k
ey

b
etw

een
 th

e sp
ecifi

ed
 p

air o
f h

o
sts o

r n
etw

o
rk

s.
T

h
e d

ig
its m

ay
 b

e
sep

arated
 b

y
 h

o
rizo

n
tal w

h
ite sp

ace fo
r read

ab
ility.

If
th

e k
ey

 co
n

-
tain

s few
er o

r m
o

re
th

an
 14 h

exad
ecim

al d
ig

its, th
e lin

e is ig
n

o
red

.
If th

e k
ey

 is w
eak

 o
r sem

i-w
eak

, a w
arn

in
g

 m
essag

e w
ill b

e p
rin

ted
in

 th
e lo

g
 fi

le an
d

 th
e sp

ecifi
ed

 k
ey

 w
ill b

e u
sed

 fo
r en

cry
p

tio
n

 an
y

-
w

ay.

M
o

rn
in

g
 S

tar P
P

P
 1.4.1

A
u

g
 12 1994

25

P
P

P.K
E

Y
S

(5) 
M

o
rn

in
g

S
tar T

ech
n

o
lo

g
ies 

P
P

P.K
E

Y
S

(5)

N
A

M
E

p
p

p
.K

ey
s −

 P
P

P
 en

cry
p

tio
n

 k
ey

s fi
le fo

rm
at

R
E

S
T

R
IC

T
IO

N
S

E
n

cry
p

tio
n

 is n
o

t av
ailab

le in
 so

ftw
are

exp
o

rted
 fro

m
 th

e U
S

A
.

D
E

S
C

R
IP

T
IO

N
T

h
e k

ey
s fi

le n
am

ed
 in

 th
e

g
w

-cry
p

t
o

p
tio

n
 o

n
 th

e
pppd

co
m

m
an

d
lin

e co
n

tain
s k

ey
 v

alu
es u

sed
 b

y
 M

o
rn

in
g

 S
tar P

P
P

’s im
p

lem
en

ta-
tio

n
 

o
f 

lin
k

-lev
el 

en
cry

p
tio

n
.

B
efo

re
tran

sm
issio

n
, 

p
ack

ets 
w

ith
so

u
rce an

d
 d

estin
atio

n
 ad

d
resses m

atch
in

g
 th

e en
d

p
o

in
ts o

n
 a k

ey
s

fi
le lin

e are
en

cry
p

ted
 u

sin
g

 D
E

S
 w

ith
 th

e k
ey

 sp
ecifi

ed
 o

n
 th

at
k

ey
s fi

le lin
e.

U
p

o
n

 recep
tio

n
, p

ack
ets w

ith
 so

u
rce an

d
 d

estin
atio

n
ad

d
resses m

atch
in

g
 th

o
se o

n
 a k

ey
s fi

le lin
e are

d
ecry

p
ted

 u
sin

g
D

E
S

 w
ith

 th
e k

ey
 sp

ecifi
ed

 o
n

 th
at k

ey
s fi

le lin
e.

F
O

R
M

A
TE

ach
 k

ey
 sp

ecifi
catio

n
 is o

n
 its o

w
n

 sin
g

le lin
e o

f u
p

 to
 1023 ch

arac-
ters. 

C
o

m
m

en
ts

in
 th

e k
ey

s fi
le b

eg
in

 w
ith

 a ‘#’ an
d

 exten
d

 to
 th

e
en

d
 

o
f 

th
e 

lin
e; 

b
lan

k
 

lin
es, 

o
r 

lin
es 

b
eg

in
n

in
g

 
w

ith
 

a 
‘#’, 

are
ig

n
o

red
. 

F
ield

s
are

sep
arated

 b
y

 h
o

rizo
n

tal w
h

ite sp
ace (b

lan
k

s o
r

tab
s).

T
h

e fi
rst tw

o
 w

o
rd

s o
n

 a k
ey

 lin
e are

co
m

p
ared

 w
ith

 th
e so

u
rce an

d
d

estin
atio

n
 ad

d
resses o

f each
 p

ack
et to

 b
e tran

sm
itted

 an
d

 each
receiv

ed
 p

ack
et.

T
h

e en
d

p
o

in
t ad

d
ress sp

ecifi
catio

n
s m

ay
 co

n
tain

eith
er h

o
st o

r n
etw

o
rk

 n
am

es, o
r h

o
st o

r n
etw

o
rk

 ad
d

resses. 
If

a
n

etw
o

rk
 is sp

ecifi
ed

, eith
er b

y
 n

am
e o

r b
y

 ad
d

ress, th
en

 th
e co

rre-
sp

o
n

d
in

g
 n

etw
o

rk
 m

ask
 m

u
st also

 b
e sp

ecifi
ed

 if it is o
f a d

ifferen
t

size th
an

 th
e d

efau
lt fo

r th
at class o

f n
etw

o
rk

.
T

h
e m

ask
 is sep

a-
rated

 fro
m

 th
e n

etw
o

rk
 n

am
e o

r ad
d

ress b
y

 a slash
 (‘/

’), an
d

 m
ay

b
e sp

ecifi
ed

 eith
er as a series o

f d
ecim

al n
u

m
b

ers sep
arated

 b
y

p
erio

d
s, o

r as a sin
g

le 32-b
it h

exad
ecim

al n
u

m
b

er,
o

p
tio

n
ally

 w
ith

a
C

-sty
le ‘0x’ p

refi
x.

T
h

e rem
ain

d
er o

f th
e k

ey
 lin

e is a 56 b
it (14 d

ig
it) h

exad
ecim

al
n

u
m

b
er 

(w
ith

o
u

t 
th

e 
C

-sty
le 

‘0x’ 
p

refi
x), 

u
sed

 
as 

th
e 

D
E

S
 

k
ey

b
etw

een
 th

e sp
ecifi

ed
 p

air o
f h

o
sts o

r n
etw

o
rk

s.
T

h
e d

ig
its m

ay
 b

e
sep

arated
 b

y
 h

o
rizo

n
tal w

h
ite sp

ace fo
r read

ab
ility.

If
th

e k
ey

 co
n

-
tain

s few
er o

r m
o

re
th

an
 14 h

exad
ecim

al d
ig

its, th
e lin

e is ig
n

o
red

.
If th

e k
ey

 is w
eak

 o
r sem

i-w
eak

, a w
arn

in
g

 m
essag

e w
ill b

e p
rin

ted
in

 th
e lo

g
 fi

le an
d

 th
e sp

ecifi
ed

 k
ey

 w
ill b

e u
sed

 fo
r en

cry
p

tio
n

 an
y

-
w

ay.

M
o

rn
in

g
 S

tar P
P

P
 1.4.1

A
u

g
 12 1994

25



P
P

P.
K

E
Y

S
(5

) 
M

o
rn

in
g

S
ta

r 
T

ec
h

n
o

lo
g

ie
s 

P
P

P.
K

E
Y

S
(5

)

E
X

A
M

P
L

E T
h

e 
fo

ll
o

w
in

g
 

k
ey

s 
fi

le
 

p
ro

v
id

es
pp

pd
w

it
h

 
k

ey
s 

fo
r 

u
se

 
w

h
en

en
cr

y
p

ti
n

g
 

o
r 

d
ec

ry
p

ti
n

g
 

tr
af

fi
c 

b
et

w
ee

n
 

th
e 

in
d

ic
at

ed
 

p
ai

rs
 

o
f

h
o

st
s 

o
r 

n
et

w
o

rk
s:

# #
K
e
y
s
 
-
 
P
P
P
 
e
n
c
r
y
p
t
i
o
n
 
k
e
y
s
 
f
i
l
e

# #
F
o
r
m
a
t
:

#
e
n
d
p
o
i
n
t
 

e
n
d
p
o
i
n
t

k
e
y

f
r
o
b
o
z
z
.
f
o
o
.
c
o
m
 

g
l
i
t
z
n
o
r
f
.
b
a
z
.
e
d
u

f
e
e
d
 
f
a
c
e
 
f
0
0
d
 
a
a

1
4
7
.
2
2
5
.
0
.
0
 

3
8
.
1
4
5
.
2
1
1
.
0
/
0
x
f
f
f
f
f
f
c
0

b
1
f
f
 
a
 
c
0
0
1
 
d
0
0
d
 
1

1
2
8
.
4
9
.
1
6
.
0
/
0
x
f
f
f
f
f
f
0
0
 

1
9
8
.
1
3
7
.
2
4
0
.
1
0
0

0
1
2
3
4
5
6
7
8
9
a
b
c
d

1
9
3
.
1
2
4
.
2
5
0
.
1
3
6
 

1
4
3
.
2
3
1
.
1
.
0
/
0
x
f
f
f
f
f
f
0
0

e
1
c
3
8
7
0
e
1
c
3
8
7
0

R
E

C
O

M
M

E
N

D
A

T
IO

N
S

A
v

o
id

 u
si

n
g

 w
ea

k
 o

r 
se

m
i-

w
ea

k
 k

ey
s.

T
h

es
e 

ar
e

w
ea

k
 D

E
S

 k
ey

s:

0
0
0
0
0
0
0
0
0
0
0
0
0
0

F
F
F
F
F
F
F
F
F
F
F
F
F
F

1
E
3
C
7
8
F
1
E
3
C
7
8
F

E
1
C
3
8
7
0
E
1
C
3
8
7
0

T
h

es
e 

ar
e

se
m

i-
w

ea
k

 D
E

S
 k

ey
s:

0
1
F
C
0
7
F
0
1
F
C
0
7
F

F
E
0
3
F
8
0
F
E
0
3
F
8
0

1
F
C
0
7
F
0
0
F
E
0
3
F
8

E
0
3
F
8
0
F
F
0
1
F
C
0
7

0
1
C
0
0
7
0
0
1
E
0
0
7
8

E
0
0
3
8
0
0
F
0
0
3
C
0
0

1
F
F
C
7
F
F
0
F
F
C
3
F
F

F
E
3
F
F
8
F
F
E
1
F
F
8
7

0
0
3
C
0
0
F
0
0
1
C
0
0
7

1
E
0
0
7
8
0
0
E
0
0
3
8
0

E
1
F
F
8
7
F
F
1
F
F
C
7
F

F
F
C
3
F
F
0
F
F
E
3
F
F
8

S
E

C
U

R
IT

Y
 C

O
N

C
E

R
N

S
T

h
e 

k
ey

s 
fi

le
 s

h
o

u
ld

 b
e 

m
o

d
e 

60
0 

o
r 

40
0,

 a
n

d
 o

w
n

ed
 b

y
 r

o
o

t.

P
ac

k
et

s’
 I

P
 h

ea
d

er
s 

ar
e

n
o

t 
en

cr
y

p
te

d
, 

th
o

u
g

h
 t

h
ei

r 
T

C
P,

U
D

P,
o

r
IC

M
P

 h
ea

d
er

s 
ar

e
en

cr
y

p
te

d
 a

lo
n

g
 w

it
h

 t
h

e 
u

se
r 

d
at

a 
p

o
rt

io
n

.
T

h
is

al
lo

w
s 

en
cr

y
p

te
d

 p
ac

k
et

s 
to

 t
ra

v
er

se
 n

o
rm

al
 i

n
te

rn
et

w
o

rk
s,

 b
u

t
p

er
m

it
s 

sn
o

o
p

er
s 

to
 a

n
al

y
ze

 t
ra

ffi
c 

b
y

 i
ts

 e
n

d
p

o
in

ts
.

S
in

ce
 t

h
e 

T
C

P,
U

D
P,

o
r

IC
M

P
 h

ea
d

er
 i

s 
en

cr
y

p
te

d
, 

p
ro

to
co

l-
b

as
ed

fi
lt

er
s 

al
o

n
g

 t
h

e 
p

ac
k

et
’s

 p
at

h
 w

il
l 

b
e 

u
n

ab
le

 t
o

 d
is

ce
rn

 w
h

et
h

er
 i

t
is

 S
M

T
P,

T
el

n
et

, 
o

r 
an

y
 o

th
er

 n
et

w
o

rk
 s

er
v

ic
e.

T
h

is
 m

ea
n

s 
th

at

26
 

A
u

g
12

 1
99

4
M

o
rn

in
g

 S
ta

r 
P

P
P

 1
.4

.1

P
P

P.
K

E
Y

S
(5

) 
M

o
rn

in
g

S
ta

r 
T

ec
h

n
o

lo
g

ie
s 

P
P

P.
K

E
Y

S
(5

)

E
X

A
M

P
L

E T
h

e 
fo

ll
o

w
in

g
 

k
ey

s 
fi

le
 

p
ro

v
id

es
pp

pd
w

it
h

 
k

ey
s 

fo
r 

u
se

 
w

h
en

en
cr

y
p

ti
n

g
 

o
r 

d
ec

ry
p

ti
n

g
 

tr
af

fi
c 

b
et

w
ee

n
 

th
e 

in
d

ic
at

ed
 

p
ai

rs
 

o
f

h
o

st
s 

o
r 

n
et

w
o

rk
s:

# #
K
e
y
s
 
-
 
P
P
P
 
e
n
c
r
y
p
t
i
o
n
 
k
e
y
s
 
f
i
l
e

# #
F
o
r
m
a
t
:

#
e
n
d
p
o
i
n
t
 

e
n
d
p
o
i
n
t

k
e
y

f
r
o
b
o
z
z
.
f
o
o
.
c
o
m
 

g
l
i
t
z
n
o
r
f
.
b
a
z
.
e
d
u

f
e
e
d
 
f
a
c
e
 
f
0
0
d
 
a
a

1
4
7
.
2
2
5
.
0
.
0
 

3
8
.
1
4
5
.
2
1
1
.
0
/
0
x
f
f
f
f
f
f
c
0

b
1
f
f
 
a
 
c
0
0
1
 
d
0
0
d
 
1

1
2
8
.
4
9
.
1
6
.
0
/
0
x
f
f
f
f
f
f
0
0
 

1
9
8
.
1
3
7
.
2
4
0
.
1
0
0

0
1
2
3
4
5
6
7
8
9
a
b
c
d

1
9
3
.
1
2
4
.
2
5
0
.
1
3
6
 

1
4
3
.
2
3
1
.
1
.
0
/
0
x
f
f
f
f
f
f
0
0

e
1
c
3
8
7
0
e
1
c
3
8
7
0

R
E

C
O

M
M

E
N

D
A

T
IO

N
S

A
v

o
id

 u
si

n
g

 w
ea

k
 o

r 
se

m
i-

w
ea

k
 k

ey
s.

T
h

es
e 

ar
e

w
ea

k
 D

E
S

 k
ey

s:

0
0
0
0
0
0
0
0
0
0
0
0
0
0

F
F
F
F
F
F
F
F
F
F
F
F
F
F

1
E
3
C
7
8
F
1
E
3
C
7
8
F

E
1
C
3
8
7
0
E
1
C
3
8
7
0

T
h

es
e 

ar
e

se
m

i-
w

ea
k

 D
E

S
 k

ey
s:

0
1
F
C
0
7
F
0
1
F
C
0
7
F

F
E
0
3
F
8
0
F
E
0
3
F
8
0

1
F
C
0
7
F
0
0
F
E
0
3
F
8

E
0
3
F
8
0
F
F
0
1
F
C
0
7

0
1
C
0
0
7
0
0
1
E
0
0
7
8

E
0
0
3
8
0
0
F
0
0
3
C
0
0

1
F
F
C
7
F
F
0
F
F
C
3
F
F

F
E
3
F
F
8
F
F
E
1
F
F
8
7

0
0
3
C
0
0
F
0
0
1
C
0
0
7

1
E
0
0
7
8
0
0
E
0
0
3
8
0

E
1
F
F
8
7
F
F
1
F
F
C
7
F

F
F
C
3
F
F
0
F
F
E
3
F
F
8

S
E

C
U

R
IT

Y
 C

O
N

C
E

R
N

S
T

h
e 

k
ey

s 
fi

le
 s

h
o

u
ld

 b
e 

m
o

d
e 

60
0 

o
r 

40
0,

 a
n

d
 o

w
n

ed
 b

y
 r

o
o

t.

P
ac

k
et

s’
 I

P
 h

ea
d

er
s 

ar
e

n
o

t 
en

cr
y

p
te

d
, 

th
o

u
g

h
 t

h
ei

r 
T

C
P,

U
D

P,
o

r
IC

M
P

 h
ea

d
er

s 
ar

e
en

cr
y

p
te

d
 a

lo
n

g
 w

it
h

 t
h

e 
u

se
r 

d
at

a 
p

o
rt

io
n

.
T

h
is

al
lo

w
s 

en
cr

y
p

te
d

 p
ac

k
et

s 
to

 t
ra

v
er

se
 n

o
rm

al
 i

n
te

rn
et

w
o

rk
s,

 b
u

t
p

er
m

it
s 

sn
o

o
p

er
s 

to
 a

n
al

y
ze

 t
ra

ffi
c 

b
y

 i
ts

 e
n

d
p

o
in

ts
.

S
in

ce
 t

h
e 

T
C

P,
U

D
P,

o
r

IC
M

P
 h

ea
d

er
 i

s 
en

cr
y

p
te

d
, 

p
ro

to
co

l-
b

as
ed

fi
lt

er
s 

al
o

n
g

 t
h

e 
p

ac
k

et
’s

 p
at

h
 w

il
l 

b
e 

u
n

ab
le

 t
o

 d
is

ce
rn

 w
h

et
h

er
 i

t
is

 S
M

T
P,

T
el

n
et

, 
o

r 
an

y
 o

th
er

 n
et

w
o

rk
 s

er
v

ic
e.

T
h

is
 m

ea
n

s 
th

at

26
 

A
u

g
12

 1
99

4
M

o
rn

in
g

 S
ta

r 
P

P
P

 1
.4

.1



P
P

P.K
E

Y
S

(5) 
M

o
rn

in
g

S
tar T

ech
n

o
lo

g
ies 

P
P

P.K
E

Y
S

(5)

en
cry

p
ted

 traffi
c w

ill o
n

ly
 p

erm
eate p

ack
et-fi

lterin
g

 fi
rew

alls if th
e

fi
rew

all allo
w

s all traffi
c b

etw
een

 th
e en

d
p

o
in

ts, reg
ard

less o
f traf-

fi
c ty

p
e.

M
o

rn
in

g
 S

tar T
ech

n
o

lo
g

ies P
P

P
/

S
L

IP
 so

ftw
are

fo
r U

N
IX

sy
stem

s, an
d

 P
P

P
/

S
L

IP
/

F
ram

e R
elay

 ro
u

ters, w
h

en
 d

ep
lo

y
ed

 as
th

e en
d

p
o

in
t g

atew
ay

s o
f th

e en
cry

p
ted

 traffi
c, d

ecry
p

t in
co

m
in

g
en

cry
p

ted
 traffi

c b
efo

re
ap

p
ly

in
g

 th
eir co

n
fi

g
u

red
 p

ack
et fi

lterin
g

ru
les.

S
E

E
 A

L
S

Otu
n

(4), p
p

p
.A

u
th

(5), p
p

p
.D

ev
ices(5), p

p
p

.D
ialers(5), p

p
p

.F
ilter(5),

p
p

p
.S

y
stem

s(5), p
p

p
d

(8), R
F

C
 792, R

F
C

 1548, R
F

C
 1332, R

F
C

 1334.

C
O

P
Y

R
IG

H
T

 IN
F

O
R

M
A

T
IO

N
C

o
p

y
rig

h
t ©

 1993, 1994 M
o

rn
in

g
 S

tar T
ech

n
o

lo
g

ies In
c.; all rig

h
ts

reserv
ed

.

M
o

rn
in

g
 S

tar P
P

P
 1.4.1

A
u

g
 12 1994

27

P
P

P.K
E

Y
S

(5) 
M

o
rn

in
g

S
tar T

ech
n

o
lo

g
ies 

P
P

P.K
E

Y
S

(5)

en
cry

p
ted

 traffi
c w

ill o
n

ly
 p

erm
eate p

ack
et-fi

lterin
g

 fi
rew

alls if th
e

fi
rew

all allo
w

s all traffi
c b

etw
een

 th
e en

d
p

o
in

ts, reg
ard

less o
f traf-

fi
c ty

p
e.

M
o

rn
in

g
 S

tar T
ech

n
o

lo
g

ies P
P

P
/

S
L

IP
 so

ftw
are

fo
r U

N
IX

sy
stem

s, an
d

 P
P

P
/

S
L

IP
/

F
ram

e R
elay

 ro
u

ters, w
h

en
 d

ep
lo

y
ed

 as
th

e en
d

p
o

in
t g

atew
ay

s o
f th

e en
cry

p
ted

 traffi
c, d

ecry
p

t in
co

m
in

g
en

cry
p

ted
 traffi

c b
efo

re
ap

p
ly

in
g

 th
eir co

n
fi

g
u

red
 p

ack
et fi

lterin
g

ru
les.

S
E

E
 A

L
S

Otu
n

(4), p
p

p
.A

u
th

(5), p
p

p
.D

ev
ices(5), p

p
p

.D
ialers(5), p

p
p

.F
ilter(5),

p
p

p
.S

y
stem

s(5), p
p

p
d

(8), R
F

C
 792, R

F
C

 1548, R
F

C
 1332, R

F
C

 1334.

C
O

P
Y

R
IG

H
T

 IN
F

O
R

M
A

T
IO

N
C

o
p

y
rig

h
t ©

 1993, 1994 M
o

rn
in

g
 S

tar T
ech

n
o

lo
g

ies In
c.; all rig

h
ts

reserv
ed

.

M
o

rn
in

g
 S

tar P
P

P
 1.4.1

A
u

g
 12 1994

27



P
P

P.
S

Y
S

T
E

M
S

(5
) 

M
o

rn
in

g
S

ta
r 

T
ec

h
n

o
lo

g
ie

s 
P

P
P.

S
Y

S
T

E
M

S
(5

)

N
A

M
E

p
p

p
.S

y
st

em
s 

−
 P

P
P

 n
ei

g
h

b
o

ri
n

g
 s

y
st

em
s 

d
es

cr
ip

ti
o

n
 fi

le
 f

o
rm

at

D
E

S
C

R
IP

T
IO

N
T

h
e 

fi
le

/e
tc

/p
p

p
/S

y
st

em
s

(o
r

/u
sr

/l
ib

/p
p

p
/S

y
st

em
s

o
n

 S
C

O
 s

y
s-

te
m

s)
 d

es
cr

ib
es

 h
o

w
 t

o
 c

o
n

n
ec

t 
w

it
h

 n
ei

g
h

b
o

ri
n

g
 s

y
st

em
s 

v
ia

 P
P

P.

F
O

R
M

A
T E

n
tr

ie
s 

ar
e

o
n

e 
to

 a
 l

in
e;

 b
la

n
k

 l
in

es
 a

re
ig

n
o

re
d

. 
C

o
m

m
en

ts
b

eg
in

w
it

h
 a

 ‘
#’

 a
n

d
 e

xt
en

d
 t

o
 t

h
e 

en
d

 o
f 

th
e 

li
n

e.
U

p
p

er
/

lo
w

er
 c

as
e 

d
is

-
ti

n
ct

io
n

s 
ar

e
ig

n
o

re
d

 i
n

 h
o

st
n

am
e 

sp
ec

ifi
ca

ti
o

n
s,

 b
u

t 
ar

e
si

g
n

ifi
ca

n
t

el
se

w
h

er
e.

 
F

ie
ld

s
o

n
 a

 l
in

e 
ar

e
se

p
ar

at
ed

 b
y

 h
o

ri
zo

n
ta

l 
w

h
it

e 
sp

ac
e

(b
la

n
k

s 
o

r 
ta

b
s)

.
If

 a
 c

h
at

 s
cr

ip
t 

en
d

s 
w

it
h

 a
 b

ac
k

sl
as

h
 (

‘\
’)

, 
th

e
n

ex
t 

li
n

e 
is

 c
o

n
si

d
er

ed
 a

 c
o

n
ti

n
u

at
io

n
 o

f 
th

e 
ch

at
 s

cr
ip

t.
C

o
n

ti
n

u
a-

ti
o

n
s 

m
ay

 o
n

ly
 o

cc
u

r 
in

 t
h

e 
m

id
st

 o
f 

a 
ch

at
 s

cr
ip

t.

E
ac

h
 e

n
tr

y
 m

u
st

 c
o

n
ta

in
 s

ix
 fi

el
d

s,
 i

n
 t

h
e 

fo
ll

o
w

in
g

 o
rd

er
:

n
am

e 
T

h
e

h
o

st
n

am
e 

o
r 

IP
 a

d
d

re
ss

 o
f 

th
e 

d
es

ti
n

at
io

n
 m

ac
h

in
e,

w
h

ic
h

 s
h

o
u

ld
 b

e 
re

so
lv

ab
le

 l
o

ca
ll

y.

w
h

en
 

A
st

ri
n

g
 t

h
at

 i
n

d
ic

at
es

 t
h

e 
d

ay
s 

o
f 

th
e 

w
ee

k
 a

n
d

 t
h

e
ti

m
es

 o
f 

d
ay

 w
h

en
 t

h
e 

sy
st

em
 c

an
 b

e 
ca

ll
ed

 (
fo

r 
ex

am
-

p
le

, 
M

o
T

u
T

h
08

00
-1

74
0)

. 
T

h
e

d
ay

 p
o

rt
io

n
 m

ay
 b

e 
a 

li
st

co
n

ta
in

in
g

 a
n

y
 o

f 
S

u
, M

o
, T

u
, W

e,
 T

h
, F

r 
o

r 
S

a.
T

h
e 

d
ay

m
ay

 
al

so
 

b
e 

W
k

 
fo

r 
an

y
 

w
ee

k
d

ay
 

(s
am

e 
as

M
o

T
u

W
eT

h
F

r)
 

o
r 

A
n

y
 

fo
r 

an
y

 
d

ay
 

(s
am

e 
as

 
S

u
M

o
-

T
u

W
eT

h
F

rS
a)

.

Y
o

u
ca

n
 

in
d

ic
at

e 
h

o
u

rs
 

in
 

a 
ra

n
g

e 
(f

o
r 

ex
am

p
le

,
08

00
-1

23
0)

. 
If

y
o

u
 d

o
 n

o
t 

sp
ec

if
y

 a
 t

im
e,

 c
al

ls
 w

il
l 

b
e

al
lo

w
ed

 a
t 

an
y

 t
im

e.

N
o

te
 t

h
at

 a
 t

im
e 

ra
n

g
e 

th
at

 s
p

an
s 

00
00

 i
s 

p
er

m
it

te
d

.
F

o
r 

ex
am

p
le

, 
08

00
-0

60
0 

m
ea

n
s 

th
at

 
al

l 
ti

m
es

 
ar

e
al

lo
w

ed
 e

xc
ep

t 
ti

m
es

 b
et

w
ee

n
 6

 A
M

 a
n

d
 8

 A
M

.

M
u

lt
ip

le
 d

at
e 

sp
ec

ifi
ca

ti
o

n
s 

th
at

 a
re

se
p

ar
at

ed
 b

y
 a

 v
er

-
ti

ca
l 

b
ar

 
(|

) 
ar

e
al

lo
w

ed
. 

F
o

r
ex

am
p

le
,

A
n

y
01

00
-0

60
0|

S
a|

S
u

 
m

ea
n

s 
th

at
 

th
e 

sy
st

em
 

ca
n

 
b

e
ca

ll
ed

 a
n

y
 d

ay
 b

et
w

ee
n

 1
 A

M
 a

n
d

 6
 A

M
 o

r 
an

y
 t

im
e 

o
n

S
at

u
rd

ay
 a

n
d

 S
u

n
d

ay
.

T
h

e 
en

ti
re

(s
eq

u
en

ce
 o

f)
 d

ay
s 

an
d

 t
im

es
 m

ay
 b

e 
fo

l-
lo

w
ed

 b
y

 a
 s

em
ic

o
lo

n
 a

n
d

 u
p

 t
o

 t
h

re
e 

d
ec

im
al

 n
u

m
b

er
s

se
p

ar
at

ed
 b

y
 h

y
p

h
en

s:

28
 

A
u

g
12

 1
99

4
M

o
rn

in
g

 S
ta

r 
P

P
P

 1
.4

.1

P
P

P.
S

Y
S

T
E

M
S

(5
) 

M
o

rn
in

g
S

ta
r 

T
ec

h
n

o
lo

g
ie

s 
P

P
P.

S
Y

S
T

E
M

S
(5

)

N
A

M
E

p
p

p
.S

y
st

em
s 

−
 P

P
P

 n
ei

g
h

b
o

ri
n

g
 s

y
st

em
s 

d
es

cr
ip

ti
o

n
 fi

le
 f

o
rm

at

D
E

S
C

R
IP

T
IO

N
T

h
e 

fi
le

/e
tc

/p
p

p
/S

y
st

em
s

(o
r

/u
sr

/l
ib

/p
p

p
/S

y
st

em
s

o
n

 S
C

O
 s

y
s-

te
m

s)
 d

es
cr

ib
es

 h
o

w
 t

o
 c

o
n

n
ec

t 
w

it
h

 n
ei

g
h

b
o

ri
n

g
 s

y
st

em
s 

v
ia

 P
P

P.

F
O

R
M

A
T E

n
tr

ie
s 

ar
e

o
n

e 
to

 a
 l

in
e;

 b
la

n
k

 l
in

es
 a

re
ig

n
o

re
d

. 
C

o
m

m
en

ts
b

eg
in

w
it

h
 a

 ‘
#’

 a
n

d
 e

xt
en

d
 t

o
 t

h
e 

en
d

 o
f 

th
e 

li
n

e.
U

p
p

er
/

lo
w

er
 c

as
e 

d
is

-
ti

n
ct

io
n

s 
ar

e
ig

n
o

re
d

 i
n

 h
o

st
n

am
e 

sp
ec

ifi
ca

ti
o

n
s,

 b
u

t 
ar

e
si

g
n

ifi
ca

n
t

el
se

w
h

er
e.

 
F

ie
ld

s
o

n
 a

 l
in

e 
ar

e
se

p
ar

at
ed

 b
y

 h
o

ri
zo

n
ta

l 
w

h
it

e 
sp

ac
e

(b
la

n
k

s 
o

r 
ta

b
s)

.
If

 a
 c

h
at

 s
cr

ip
t 

en
d

s 
w

it
h

 a
 b

ac
k

sl
as

h
 (

‘\
’)

, 
th

e
n

ex
t 

li
n

e 
is

 c
o

n
si

d
er

ed
 a

 c
o

n
ti

n
u

at
io

n
 o

f 
th

e 
ch

at
 s

cr
ip

t.
C

o
n

ti
n

u
a-

ti
o

n
s 

m
ay

 o
n

ly
 o

cc
u

r 
in

 t
h

e 
m

id
st

 o
f 

a 
ch

at
 s

cr
ip

t.

E
ac

h
 e

n
tr

y
 m

u
st

 c
o

n
ta

in
 s

ix
 fi

el
d

s,
 i

n
 t

h
e 

fo
ll

o
w

in
g

 o
rd

er
:

n
am

e 
T

h
e

h
o

st
n

am
e 

o
r 

IP
 a

d
d

re
ss

 o
f 

th
e 

d
es

ti
n

at
io

n
 m

ac
h

in
e,

w
h

ic
h

 s
h

o
u

ld
 b

e 
re

so
lv

ab
le

 l
o

ca
ll

y.

w
h

en
 

A
st

ri
n

g
 t

h
at

 i
n

d
ic

at
es

 t
h

e 
d

ay
s 

o
f 

th
e 

w
ee

k
 a

n
d

 t
h

e
ti

m
es

 o
f 

d
ay

 w
h

en
 t

h
e 

sy
st

em
 c

an
 b

e 
ca

ll
ed

 (
fo

r 
ex

am
-

p
le

, 
M

o
T

u
T

h
08

00
-1

74
0)

. 
T

h
e

d
ay

 p
o

rt
io

n
 m

ay
 b

e 
a 

li
st

co
n

ta
in

in
g

 a
n

y
 o

f 
S

u
, M

o
, T

u
, W

e,
 T

h
, F

r 
o

r 
S

a.
T

h
e 

d
ay

m
ay

 
al

so
 

b
e 

W
k

 
fo

r 
an

y
 

w
ee

k
d

ay
 

(s
am

e 
as

M
o

T
u

W
eT

h
F

r)
 

o
r 

A
n

y
 

fo
r 

an
y

 
d

ay
 

(s
am

e 
as

 
S

u
M

o
-

T
u

W
eT

h
F

rS
a)

.

Y
o

u
ca

n
 

in
d

ic
at

e 
h

o
u

rs
 

in
 

a 
ra

n
g

e 
(f

o
r 

ex
am

p
le

,
08

00
-1

23
0)

. 
If

y
o

u
 d

o
 n

o
t 

sp
ec

if
y

 a
 t

im
e,

 c
al

ls
 w

il
l 

b
e

al
lo

w
ed

 a
t 

an
y

 t
im

e.

N
o

te
 t

h
at

 a
 t

im
e 

ra
n

g
e 

th
at

 s
p

an
s 

00
00

 i
s 

p
er

m
it

te
d

.
F

o
r 

ex
am

p
le

, 
08

00
-0

60
0 

m
ea

n
s 

th
at

 
al

l 
ti

m
es

 
ar

e
al

lo
w

ed
 e

xc
ep

t 
ti

m
es

 b
et

w
ee

n
 6

 A
M

 a
n

d
 8

 A
M

.

M
u

lt
ip

le
 d

at
e 

sp
ec

ifi
ca

ti
o

n
s 

th
at

 a
re

se
p

ar
at

ed
 b

y
 a

 v
er

-
ti

ca
l 

b
ar

 
(|

) 
ar

e
al

lo
w

ed
. 

F
o

r
ex

am
p

le
,

A
n

y
01

00
-0

60
0|

S
a|

S
u

 
m

ea
n

s 
th

at
 

th
e 

sy
st

em
 

ca
n

 
b

e
ca

ll
ed

 a
n

y
 d

ay
 b

et
w

ee
n

 1
 A

M
 a

n
d

 6
 A

M
 o

r 
an

y
 t

im
e 

o
n

S
at

u
rd

ay
 a

n
d

 S
u

n
d

ay
.

T
h

e 
en

ti
re

(s
eq

u
en

ce
 o

f)
 d

ay
s 

an
d

 t
im

es
 m

ay
 b

e 
fo

l-
lo

w
ed

 b
y

 a
 s

em
ic

o
lo

n
 a

n
d

 u
p

 t
o

 t
h

re
e 

d
ec

im
al

 n
u

m
b

er
s

se
p

ar
at

ed
 b

y
 h

y
p

h
en

s:

28
 

A
u

g
12

 1
99

4
M

o
rn

in
g

 S
ta

r 
P

P
P

 1
.4

.1



P
P

P.S
Y

S
T

E
M

S
(5) 

M
o

rn
in

g
S

tar T
ech

n
o

lo
g

ies 
P

P
P.S

Y
S

T
E

M
S

(5)

o
n

e 
If

o
n

ly
 o

n
e n

u
m

b
er fo

llo
w

s th
e sem

ico
lo

n
, it is

u
sed

 as th
e red

ial d
elay,

w
h

ich
 is th

e in
itial tim

e
(in

 seco
n

d
s) b

efo
re

a
failed

 call w
ill b

e retried
.

F
o

r exam
p

le, A
n

y
;60 m

ean
s call an

y
 tim

e, b
u

t
w

ait 
at 

least 
60 

seco
n

d
s 

after 
a 

failu
re

h
as

o
ccu

rred
 b

efo
re

try
in

g
 to

 call ag
ain

.
If a call retry

fails,
pppd

w
ill 

d
o

u
b

le 
th

e 
d

elay
 

b
efo

re
try

in
g

ag
ain

. 
If

n
o

 in
itial retry

 d
elay

 is sp
ecifi

ed
, 10 sec-

o
n

d
s is assu

m
ed

.
tw

o
 

If
tw

o
 n

u
m

b
ers fo

llo
w

 th
e sem

ico
lo

n
, th

e seco
n

d
n

u
m

b
er 

is 
u

sed
 

as 
th

e 
m

axim
u

m
 

red
ial 

d
elay,

w
h

ich
 is th

e m
axim

u
m

 tim
e (in

 seco
n

d
s) to

 d
elay

b
efo

re
retry

in
g

 a call.
T

h
e retry

 tim
e w

ill d
o

u
b

le
w

ith
 each

 u
n

su
ccessfu

l call u
n

til it reach
es th

is
v

alu
e, after w

h
ich

 th
e call w

ill b
e retried

 ev
ery

tim
e th

e m
axim

u
m

 n
u

m
b

er o
f seco

n
d

s p
asses.

If
n

o
 m

axim
u

m
 retry

 d
elay

 is sp
ecifi

ed
, 3600 sec-

o
n

d
s is assu

m
ed

.
th

ree If
th

ree n
u

m
b

ers fo
llo

w
 th

e sem
ico

lo
n

, th
e fi

rst is
u

sed
 

as 
th

e 
callb

ack
 

d
elay,

th
e 

seco
n

d
 

as 
th

e
red

ial d
elay,

an
d

 th
e th

ird
as

th
e m

axim
u

m
 red

ial
d

elay.
T

h
e callb

ack
 d

elay
 is th

e tim
e (in

 seco
n

d
s)

to
 w

ait b
efo

re
attem

p
tin

g
 to

 re-estab
lish

 a p
rev

i-
o

u
sly

 activ
e co

n
n

ectio
n

 th
at en

d
ed

 b
ecau

se o
f an

ab
ru

p
t lin

e d
isco

n
n

ectio
n

 (a H
an

g
u

p
 o

r S
IG

H
U

P
ev

en
t in

 th
e lo

g
 fi

le).
T

h
e d

efau
lt is n

o
t to

 d
elay

b
efo

re
callin

g
 b

ack
.

D
u

rin
g

 th
e d

elay
 fo

llo
w

in
g

 an
 u

n
su

ccessfu
l call, an

y
lev

el 7 d
eb

u
g

g
in

g
 m

essag
es w

ritten
 to

p
p

p
d

.lo
g

w
ill

h
av

e th
e m

essag
e ‘d

ial failed
’ ap

p
en

d
ed

.

d
ev

ice 
If

set to
 ‘A

C
U

’, an
y

 d
ev

ice in
D

ev
ices

w
ith

 a m
atch

in
g

sp
eed

 m
ay

 b
e u

sed
.

T
h

e d
ev

ice’s d
ialer ch

at scrip
t w

ill
b

e execu
ted

 fi
rst, fo

llo
w

ed
 b

y
 th

e
S

y
stem

s
ch

at scrip
t.

If set to
 th

e n
am

e o
f a d

ev
ice in

 th
e

/d
ev

d
irecto

ry
(tty

00,
cu

a,
etc.), th

en
 th

ere
m

ay
 b

e an
 o

p
tio

n
al co

rre-
sp

o
n

d
in

g
D

irect
en

try
 in

D
ev

ices,
D

ialers
w

ill n
o

t b
e

co
n

su
lted

, an
d

 o
n

ly
 th

e
S

y
stem

s
ch

at scrip
t w

ill b
e exe-

cu
ted

.

If set to
 ‘tcp

’, th
en

 it m
u

st b
e fo

llo
w

ed
 b

y
 a slash

, th
en

M
o

rn
in

g
 S

tar P
P

P
 1.4.1

A
u

g
 12 1994

29

P
P

P.S
Y

S
T

E
M

S
(5) 

M
o

rn
in

g
S

tar T
ech

n
o

lo
g

ies 
P

P
P.S

Y
S

T
E

M
S

(5)

o
n

e 
If

o
n

ly
 o

n
e n

u
m

b
er fo

llo
w

s th
e sem

ico
lo

n
, it is

u
sed

 as th
e red

ial d
elay,

w
h

ich
 is th

e in
itial tim

e
(in

 seco
n

d
s) b

efo
re

a
failed

 call w
ill b

e retried
.

F
o

r exam
p

le, A
n

y
;60 m

ean
s call an

y
 tim

e, b
u

t
w

ait 
at 

least 
60 

seco
n

d
s 

after 
a 

failu
re

h
as

o
ccu

rred
 b

efo
re

try
in

g
 to

 call ag
ain

.
If a call retry

fails,
pppd

w
ill 

d
o

u
b

le 
th

e 
d

elay
 

b
efo

re
try

in
g

ag
ain

. 
If

n
o

 in
itial retry

 d
elay

 is sp
ecifi

ed
, 10 sec-

o
n

d
s is assu

m
ed

.
tw

o
 

If
tw

o
 n

u
m

b
ers fo

llo
w

 th
e sem

ico
lo

n
, th

e seco
n

d
n

u
m

b
er 

is 
u

sed
 

as 
th

e 
m

axim
u

m
 

red
ial 

d
elay,

w
h

ich
 is th

e m
axim

u
m

 tim
e (in

 seco
n

d
s) to

 d
elay

b
efo

re
retry

in
g

 a call.
T

h
e retry

 tim
e w

ill d
o

u
b

le
w

ith
 each

 u
n

su
ccessfu

l call u
n

til it reach
es th

is
v

alu
e, after w

h
ich

 th
e call w

ill b
e retried

 ev
ery

tim
e th

e m
axim

u
m

 n
u

m
b

er o
f seco

n
d

s p
asses.

If
n

o
 m

axim
u

m
 retry

 d
elay

 is sp
ecifi

ed
, 3600 sec-

o
n

d
s is assu

m
ed

.
th

ree If
th

ree n
u

m
b

ers fo
llo

w
 th

e sem
ico

lo
n

, th
e fi

rst is
u

sed
 

as 
th

e 
callb

ack
 

d
elay,

th
e 

seco
n

d
 

as 
th

e
red

ial d
elay,

an
d

 th
e th

ird
as

th
e m

axim
u

m
 red

ial
d

elay.
T

h
e callb

ack
 d

elay
 is th

e tim
e (in

 seco
n

d
s)

to
 w

ait b
efo

re
attem

p
tin

g
 to

 re-estab
lish

 a p
rev

i-
o

u
sly

 activ
e co

n
n

ectio
n

 th
at en

d
ed

 b
ecau

se o
f an

ab
ru

p
t lin

e d
isco

n
n

ectio
n

 (a H
an

g
u

p
 o

r S
IG

H
U

P
ev

en
t in

 th
e lo

g
 fi

le).
T

h
e d

efau
lt is n

o
t to

 d
elay

b
efo

re
callin

g
 b

ack
.

D
u

rin
g

 th
e d

elay
 fo

llo
w

in
g

 an
 u

n
su

ccessfu
l call, an

y
lev

el 7 d
eb

u
g

g
in

g
 m

essag
es w

ritten
 to

p
p

p
d

.lo
g

w
ill

h
av

e th
e m

essag
e ‘d

ial failed
’ ap

p
en

d
ed

.

d
ev

ice 
If

set to
 ‘A

C
U

’, an
y

 d
ev

ice in
D

ev
ices

w
ith

 a m
atch

in
g

sp
eed

 m
ay

 b
e u

sed
.

T
h

e d
ev

ice’s d
ialer ch

at scrip
t w

ill
b

e execu
ted

 fi
rst, fo

llo
w

ed
 b

y
 th

e
S

y
stem

s
ch

at scrip
t.

If set to
 th

e n
am

e o
f a d

ev
ice in

 th
e

/d
ev

d
irecto

ry
(tty

00,
cu

a,
etc.), th

en
 th

ere
m

ay
 b

e an
 o

p
tio

n
al co

rre-
sp

o
n

d
in

g
D

irect
en

try
 in

D
ev

ices,
D

ialers
w

ill n
o

t b
e

co
n

su
lted

, an
d

 o
n

ly
 th

e
S

y
stem

s
ch

at scrip
t w

ill b
e exe-

cu
ted

.

If set to
 ‘tcp

’, th
en

 it m
u

st b
e fo

llo
w

ed
 b

y
 a slash

, th
en

M
o

rn
in

g
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tar P
P

P
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P
P

P.
S

Y
S

T
E

M
S

(5
) 

M
o

rn
in

g
S

ta
r 

T
ec

h
n

o
lo

g
ie

s 
P

P
P.

S
Y

S
T

E
M

S
(5

)

th
e 

h
o

st
n

am
e 

o
r 

IP
 a

d
d

re
ss

 o
f 

th
e 

sy
st

em
 t

h
at

 w
il

l 
se

rv
e

as
 t

h
e 

d
es

ti
n

at
io

n
 o

f 
th

e 
P

P
P

 l
in

k
, 

th
en

 a
n

o
th

er
 s

la
sh

,
th

en
 t

h
e 

so
ck

et
 n

u
m

b
er

 o
n

 w
h

ic
h

 t
o

 c
o

n
ta

ct
 t

h
e 

re
m

o
te

P
P

P
 d

ae
m

o
n

.

sp
ee

d
 

T
h

e
sp

ee
d

 o
f 

th
e 

co
n

n
ec

ti
o

n
.

If
 t

h
e 

d
ev

ic
e 

fi
el

d
 i

s 
A

C
U

,
th

e 
sp

ee
d

 fi
el

d
 w

il
l 

b
e 

st
ri

n
g

 m
at

ch
ed

 a
g

ai
n

st
 e

n
tr

ie
s 

in
D

ev
ic

es
.

S
p

ee
d

s 
m

u
st

 e
it

h
er

 b
e 

v
al

id
 s

p
ee

d
 n

u
m

b
er

s
o

r 
m

u
st

 b
eg

in
 w

it
h

 t
h

em
 (

24
00

, 
38

40
0,

 1
92

00
-P

E
P,

et
c.

).
If

 t
h

e 
d

ev
ic

e 
fi

el
d

 i
s 

‘t
cp

...
’ 

o
r 

‘t
el

n
et

...
’,

 t
h

e 
sp

ee
d

 fi
el

d
 i

s
ig

n
o

re
d

, b
u

t 
m

u
st

 b
e 

p
re

se
n

t 
as

 a
 p

la
ce

-h
o

ld
er

.

p
h

o
n

e 
n

u
m

b
er

T
h

e 
v

al
u

e 
to

 
re

p
la

ce
 

th
e

\
T

es
ca

p
e 

se
q

u
en

ce
 

in
 

th
e

d
ia

le
r 

sc
ri

p
t.

If
 t

h
e 

d
ev

ic
e 

fi
el

d
 n

am
es

 a
n

 e
n

tr
y

 i
n

/d
ev

,
th

e 
p

h
o

n
e 

n
u

m
b

er
 fi

el
d

 i
s 

o
p

ti
o

n
al

.
If

 t
h

e 
d

ev
ic

e 
fi

el
d

 i
s

‘t
cp

...
’ 

o
r 

‘t
el

n
et

...
’,

 t
h

e 
p

h
o

n
e 

n
u

m
b

er
 fi

el
d

 i
s 

ig
n

o
re

d
 i

f
p

re
se

n
t,

 b
u

t 
m

u
st

 b
e 

p
re

se
n

t 
as

 a
 p

la
ce

h
o

ld
er

.

ch
at

 s
cr

ip
t

A
d

es
cr

ip
ti

o
n

 o
f 

th
e 

co
n

v
er

sa
ti

o
n

 t
h

at
pp

pd
h

o
ld

s 
w

it
h

th
e 

re
m

o
te

 m
ac

h
in

e.

C
H

A
T

S
C

R
IP

T
 P

A
R

T
IC

U
L

A
R

S
A

ch
at

 s
cr

ip
t 

ta
k

es
 t

h
e 

fo
rm

 o
f 

a 
w

o
rd

to
ex

p
ec

t 
th

e 
re

m
o

te
 e

n
d

 t
o

se
n

d
, 

fo
ll

o
w

ed
 b

y
 a

 w
o

rd
to

se
n

d
 i

n
 r

es
p

o
n

se
. 

U
n

le
ss

a
‘s

en
d

’
st

ri
n

g
 e

n
d

s 
w

it
h

\
c,

pp
pd

w
il

l 
fo

ll
o

w
 i

t 
b

y
 s

en
d

in
g

 a
 c

ar
ri

ag
e 

re
tu

rn
ch

ar
ac

te
r 

(A
S

C
II

 0
x0

d
).

C
h

at
 s

cr
ip

ts
 a

re
‘e

xp
ec

t 
se

n
d

 e
xp

ec
t 

se
n

d
 ..

.’
o

r 
‘e

xp
ec

t-
se

n
d

-e
xp

ec
t

se
n

d
 .

..’
, 

w
h

er
e

th
e 

se
n

d
 f

o
ll

o
w

in
g

 t
h

e 
h

y
p

h
en

 i
s 

ex
ec

u
te

d
 i

f 
th

e
p

re
ce

d
in

g
 e

xp
ec

t 
fa

il
s 

to
 m

at
ch

 r
ec

ei
v

ed
 t

ex
t.

C
er

ta
in

 s
p

ec
ia

l 
w

o
rd

s 
m

ay
 b

e 
u

se
d

 i
n

 c
h

at
 s

cr
ip

t 
‘s

en
d

’ 
st

ri
n

g
s 

to
co

n
tr

o
l 

th
e 

b
eh

av
io

r 
o

f
pp

pd
as

 i
t 

at
te

m
p

ts
 t

o
 d

ia
l.

B
o

th
 A

B
O

R
T

an
d

 T
IM

E
O

U
T

 m
u

st
 b

e 
in

 t
h

e 
‘e

xp
ec

t’
 p

h
as

e 
o

f 
th

e 
ch

at
 s

cr
ip

t.

A
B

O
R

T
ab

or
t-

st
ri

n
g

If
pp

pd
se

es
ab

or
t-

st
ri

n
g

w
h

il
e 

ex
e-

cu
ti

n
g

 t
h

e 
re

m
ai

n
d

er
 o

f 
th

e 
ch

at
sc

ri
p

t,
 

ab
o

rt
 

th
e 

d
ia

li
n

g
 

at
te

m
p

t
an

d
 n

o
te

 t
h

e 
fa

il
u

re
in

th
e 

lo
g

 fi
le

.

T
IM

E
O

U
T

ti
m

eo
u

t-
ti

m
e

W
h

il
e 

ex
ec

u
ti

n
g

 t
h

e 
cu

rr
en

t 
ch

at
sc

ri
p

t,
 

w
ai

t
ti

m
eo

u
t-

ti
m

e
se

co
n

d
s

fo
r 

an
 

ex
p

ec
te

d
 

re
sp

o
n

se
 

b
ef

o
re

re
g

ar
d

in
g

 
th

e 
d

ia
li

n
g

 
at

te
m

p
t 

as
h

av
in

g
 f

ai
le

d
.

W
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h
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d
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P
P

P.
S

Y
S

T
E

M
S

(5
) 

M
o

rn
in

g
S

ta
r 

T
ec

h
n

o
lo

g
ie

s 
P

P
P.

S
Y

S
T

E
M

S
(5

)

th
e 

h
o

st
n

am
e 

o
r 

IP
 a

d
d

re
ss

 o
f 

th
e 

sy
st

em
 t

h
at

 w
il

l 
se

rv
e

as
 t

h
e 

d
es

ti
n

at
io

n
 o

f 
th

e 
P

P
P

 l
in

k
, 

th
en

 a
n

o
th

er
 s

la
sh

,
th

en
 t

h
e 

so
ck

et
 n

u
m

b
er

 o
n

 w
h

ic
h

 t
o

 c
o

n
ta

ct
 t

h
e 

re
m

o
te

P
P

P
 d

ae
m

o
n

.

sp
ee

d
 

T
h

e
sp

ee
d

 o
f 

th
e 

co
n

n
ec

ti
o

n
.

If
 t

h
e 

d
ev

ic
e 

fi
el

d
 i

s 
A

C
U

,
th

e 
sp

ee
d

 fi
el

d
 w

il
l 

b
e 

st
ri

n
g

 m
at

ch
ed

 a
g

ai
n

st
 e

n
tr

ie
s 

in
D

ev
ic

es
.

S
p

ee
d

s 
m

u
st

 e
it

h
er

 b
e 

v
al

id
 s

p
ee

d
 n

u
m

b
er

s
o

r 
m

u
st

 b
eg

in
 w

it
h

 t
h

em
 (

24
00

, 
38

40
0,

 1
92

00
-P

E
P,

et
c.

).
If

 t
h

e 
d

ev
ic

e 
fi

el
d

 i
s 

‘t
cp

...
’ 

o
r 

‘t
el

n
et

...
’,

 t
h

e 
sp

ee
d

 fi
el

d
 i

s
ig

n
o

re
d

, b
u

t 
m

u
st

 b
e 

p
re

se
n

t 
as

 a
 p

la
ce

-h
o

ld
er

.

p
h

o
n

e 
n

u
m

b
er

T
h

e 
v

al
u

e 
to

 
re

p
la

ce
 

th
e

\
T

es
ca

p
e 

se
q

u
en

ce
 

in
 

th
e

d
ia

le
r 

sc
ri

p
t.

If
 t

h
e 

d
ev

ic
e 

fi
el

d
 n

am
es

 a
n

 e
n

tr
y

 i
n

/d
ev

,
th

e 
p

h
o

n
e 

n
u

m
b

er
 fi

el
d

 i
s 

o
p

ti
o

n
al

.
If

 t
h

e 
d

ev
ic

e 
fi

el
d

 i
s

‘t
cp

...
’ 

o
r 

‘t
el

n
et

...
’,

 t
h

e 
p

h
o

n
e 

n
u

m
b

er
 fi

el
d

 i
s 

ig
n

o
re

d
 i

f
p

re
se

n
t,

 b
u

t 
m

u
st

 b
e 

p
re

se
n

t 
as

 a
 p

la
ce

h
o

ld
er

.

ch
at

 s
cr

ip
t

A
d

es
cr

ip
ti

o
n

 o
f 

th
e 

co
n

v
er

sa
ti

o
n

 t
h

at
pp

pd
h

o
ld

s 
w

it
h

th
e 

re
m

o
te

 m
ac

h
in

e.

C
H

A
T

S
C

R
IP

T
 P

A
R

T
IC

U
L

A
R

S
A

ch
at

 s
cr

ip
t 

ta
k

es
 t

h
e 

fo
rm

 o
f 

a 
w

o
rd

to
ex

p
ec

t 
th

e 
re

m
o

te
 e

n
d

 t
o

se
n

d
, 

fo
ll

o
w

ed
 b

y
 a

 w
o

rd
to

se
n

d
 i

n
 r

es
p

o
n

se
. 

U
n

le
ss

a
‘s

en
d

’
st

ri
n

g
 e

n
d

s 
w

it
h

\
c,

pp
pd

w
il

l 
fo

ll
o

w
 i

t 
b

y
 s

en
d

in
g

 a
 c

ar
ri

ag
e 

re
tu

rn
ch

ar
ac

te
r 

(A
S

C
II

 0
x0

d
).

C
h

at
 s

cr
ip

ts
 a

re
‘e

xp
ec

t 
se

n
d

 e
xp

ec
t 

se
n

d
 ..

.’
o

r 
‘e

xp
ec

t-
se

n
d

-e
xp

ec
t

se
n

d
 .

..’
, 

w
h

er
e

th
e 

se
n

d
 f

o
ll

o
w

in
g

 t
h

e 
h

y
p

h
en

 i
s 

ex
ec

u
te

d
 i

f 
th

e
p

re
ce

d
in

g
 e

xp
ec

t 
fa

il
s 

to
 m

at
ch

 r
ec

ei
v

ed
 t

ex
t.

C
er

ta
in

 s
p

ec
ia

l 
w

o
rd

s 
m

ay
 b

e 
u

se
d

 i
n

 c
h

at
 s

cr
ip

t 
‘s

en
d

’ 
st

ri
n

g
s 

to
co

n
tr

o
l 

th
e 

b
eh

av
io

r 
o

f
pp

pd
as

 i
t 

at
te

m
p

ts
 t

o
 d

ia
l.

B
o

th
 A

B
O

R
T

an
d

 T
IM

E
O

U
T

 m
u

st
 b

e 
in

 t
h

e 
‘e

xp
ec

t’
 p

h
as

e 
o

f 
th

e 
ch

at
 s

cr
ip

t.

A
B

O
R

T
ab

or
t-

st
ri

n
g

If
pp

pd
se

es
ab

or
t-

st
ri

n
g

w
h

il
e 

ex
e-

cu
ti

n
g

 t
h

e 
re

m
ai

n
d

er
 o

f 
th

e 
ch

at
sc

ri
p

t,
 

ab
o

rt
 

th
e 

d
ia

li
n

g
 

at
te

m
p

t
an

d
 n

o
te

 t
h

e 
fa

il
u

re
in

th
e 

lo
g

 fi
le

.

T
IM

E
O

U
T

ti
m

eo
u

t-
ti

m
e

W
h

il
e 

ex
ec

u
ti

n
g

 t
h

e 
cu

rr
en

t 
ch

at
sc

ri
p

t,
 

w
ai

t
ti

m
eo

u
t-

ti
m

e
se

co
n

d
s

fo
r 

an
 

ex
p

ec
te

d
 

re
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o
n

se
 

b
ef

o
re

re
g

ar
d

in
g

 
th

e 
d

ia
li

n
g

 
at

te
m

p
t 
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h
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le
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P
P

P.S
Y

S
T

E
M

S
(5) 

M
o

rn
in

g
S

tar T
ech

n
o

lo
g

ies 
P

P
P.S

Y
S

T
E

M
S

(5)

60-seco
n

d
 tim

eo
u

t.

T
h

e exp
ect-sen

d
 co

u
p

let o
f

"" P
_W

O
R

D
sets th

e lin
e p

arity
 acco

rd
-

in
g

ly
:

P
_A

U
T

O
S

et 
tran

sm
issio

n
 

p
arity

 
b

ased
 

o
n

 
th

e 
p

arity
o

b
serv

ed
 

in
 

ch
aracters 

receiv
ed

 
in

 
‘exp

ect’
strin

g
s. T

h
is

is th
e d

efau
lt.

P
_Z

E
R

O
 

T
ran

sm
it 

ch
aracters 

w
ith

 
th

e 
p

arity
 

b
it 

set 
to

zero
(8

b
its, n

o
 p

arity
).

P
_O

N
E

 
T

ran
sm

it 
ch

aracters 
w

ith
 

th
e 

p
arity

 
b

it 
set 

to
o

n
e.

P
_E

V
E

N
 

T
ran

sm
it ch

aracters w
ith

 ev
en

 p
arity.

P
_O

D
D

 
T

ran
sm

it ch
aracters w

ith
 o

d
d

 p
arity.

T
h

e b
ack

q
u

o
te ch

aracter (‘)
su

rro
u

n
d

s th
e n

am
e o

f a p
ro

g
ram

 th
at

is to
 b

e ru
n

 b
efo

re
p

ro
ceed

in
g

. 
If

th
e p

ro
g

ram
 is ru

n
 in

 th
e ‘sen

d
’

p
h

ase o
f a ch

at scrip
t co

u
p

let, its stan
d

ard
o

u
tp

u
t w

ill b
e sen

t to
th

e p
eer w

h
en

 th
e p

ro
g

ram
 exits.

C
h

at scrip
t p

ro
cessin

g
 co

n
tin

u
es

w
h

en
 th

e p
ro

g
ram

 exits.

In
 th

e m
id

st o
f eith

er an
 ‘exp

ect’ strin
g

 o
r a ‘sen

d
’ strin

g
,

ˆx
g

ets
tran

slated
 in

to
 th

e ap
p

ro
p

riate co
n

tro
l ch

aracter,
an

d
\

x
g

ets tran
s-

lated
 in

to
x

.
O

th
er sp

ecial seq
u

en
ces are:

\
s 

S
en

d
 o

r receiv
e a sp

ace ch
aracter (A

S
C

II 0x20)

\
t 

S
en

d
 o

r receiv
e a h

o
rizo

n
tal tab

 ch
aracter (A

S
C

II
0x09)

\
n

 
S

en
d

 o
r receiv

e a lin
e feed

 ch
aracter (A

S
C

II 0x0a)

\
r 

S
en

d
 o

r receiv
e a carriag

e retu
rn

 ch
aracter (A

S
C

II
0x0d

)

\
\

 
S

en
d

o
r receiv

e a b
ack

slash
 ch

aracter (A
S

C
II 0x5c)

\
ˆ 

S
en

d
o

r receiv
e a carat ch

aracter (A
S

C
II 0x5e)

ˆ<
ch

aracter>
S

en
d

 o
r receiv

e th
e sin

g
le ch

aracter C
trl-<

ch
aracter>

(A
S

C
II 0x00 th

ro
u

g
h

 0x1f)

\
ddd

S
en

d
 o

r receiv
e a ch

aracter,sp
ecifi

ed
 in

 o
ctal

dig
its

\
p

 
P

au
se fo

r .25 seco
n

d
 b

efo
re

p
ro

ceed
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g
 (sen

d
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n
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)
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P
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Y
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T
E

M
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60-seco
n

d
 tim

eo
u

t.
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